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Abstract. The Pointer Authentication (PA) extension introduced in
ARMv8.3-A has significantly raised the bar for exploiting memory errors
with hardware-accelerated pointer integrity. Unfortunately, its adapta-
tion to the M-profile ARM architecture arrived with significantly reduced
feature sets. As a result, existing works on PA-based system hardening
do not apply to ARM-based MCU systems. In this paper, we present
the eMPAC architecture, which extends the M-profile PA with an ABI
extension to unlock its full potential. The key idea is to construct a
compiler-defined extended architecture that embraces the fat pointer de-
sign. We show that the eMPAC architecture enables the existing PA-
based security measures developed for A-profile processors to be applied
to M-profile processors with moderate overhead.
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1 Introduction

Runtime software attack mitigation has played a pivotal role in raising the bar
for adversaries, given that achieving complete memory safety is notoriously diffi-
cult. Thanks to modern operating systems and compilers, most programs today
already run with layers of defense, including stack canaries, DEP, and Address
Space Layout Randomization (ASLR). More recently, hardware extensions have
enabled more powerful mitigations to become practical.

Pointer Authentication (PA), first introduced in Armv8.3-A [5], has become
a standard hardware security feature that enforces pointer integrity by signing
pointers with cryptographic keys. PA for the A-profile ARM processors— which
we shall call PA-A—the ISA provides two instruction families, PAC and AUT, which
sign and authenticate pointers, respectively. These instructions embed a Pointer
Authentication Code (PAC) into the unused bits of a 64-bit pointer; the PAC is
essentially a keyed hash of the pointer combined with a 64-bit modifier supplied
to the instruction. By signing pointers before they are stored and authenticating
⋆ Corresponding author
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them when reloaded, PA-A prevents the use of corrupted pointers arising from
memory-unsafe code.

PA-A has been embraced by the industry and research community alike.
Both GCC [14] and LLVM [28] are already shipping with PA-based backward-
edge control flow integrity (i.e., return address signing). Also, Apple’s OS kernels
and user-level programs have been further hardened with PA to protect critical
pointers such as the C++ vtables [10]. Accumulated research also demonstrates
that PA can be leveraged to design effective yet performant software security
schemes encompassing PA-accelerated Control-Flow Integrity (CFI) [16,27,26],
data pointer integrity [27,12], and software domain isolation [30,12]. Notably,
PARTS [27] demonstrates the feasibility of full-coverage pointer authentication,
ensuring the integrity of all pointers during program execution, including return
addresses, function pointers, and data pointers. Previous works have also shown
that software domain isolation can be achieved by dividing PA contexts with
disjoint use of keys and modifiers [30,12].

Unfortunately, PA for the M-profile ARM processors [6] (PA-M) later arrived
with significantly simplified feature sets compared to its A-profile counterpart.
The changes made to PA-M, introduced along with the ARMv8.1-M architecture,
render the accumulated research on PA incompatible with PA-capable MCU
systems. Most notably, PA-M no longer attaches the PAC to a pointer, since the
M-profile processors are 32-bit. Without the unused bits to leverage for a PAC,
PA-M’s PAC instruction family outputs a PAC in a designated general-purpose
register operand. The detached PAC scheme breaks the underlying premise of
previous works. That is, the PAC values no longer travel with the pointers and
are left ephemeral without a systematic management scheme.

Moreover, PA-M provides only one key register as opposed to five key registers
on A-profile that were used to isolate PA context for different types of pointers
(e.g., code vs. data). Hence, the singular key register calls for a new signing
scheme that can ensure sufficient entropy with diversified PA contexts.

In this paper, we present eMPAC (extensions for ARMv8.1-M Pointer
Authentication Code) to retrofit the M-series architecture to render the existing
PA-accelerated security schemes feasible on the PA-capable Microcontroller units
(MCUs). eMPAC proposes a compiler-defined extension to ARMv8.1-M that
embraces the notion of fat pointers [43,17,32,41], allowing PACs to travel with
pointers while the additional memory consumed scales precisely with the number
of pointers stored in memory.

Our fat pointer design allows the PAC value to be conceptually integrated
with the pointer, thereby providing basic interoperability with PA-A. Moreover,
PA-signed fat pointers can be authenticated and used with a compact and effi-
cient instruction sequence. eMPAC also compensates for the lack of multiple PA
keys through a fine-grained compound modifier scheme that binds every pointer
authentication to a specific per-type, per-task context. By taking full advantage
of the modifier, eMPAC effectively achieves code/data pointer separation, type-
based PA context isolation, and by-task isolation. The resulting full-coverage fat
pointer authentication scheme protects return addresses, code pointers, and data
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pointers with fine-grained modifier contexts, enforcing integrity and type safety
before use. To realize these extensions, we design and implement a compiler
based on LLVM that enforces the fat pointer ABI, as well as MCU OS support
in FreeRTOS that partitions modifier contexts across tasks and establishes a
cross-domain sharing model for compatibility and robustness.

In summary, this paper makes the following contributions:

• Fat pointer-based architecture extension for PA-M. We propose a
compiler-defined architecture extension that introduces an authenticated fat
pointer design and compensates for PA-M’s single key with a fine-grained
compound modifier that binds every signing and authenticating operation to
a specific per-type, per-task context.

• Enabling PA-A security schemes on MCUs. We show that eMPAC closes
the feasibility gap against PA-A, enabling mature security schemes developed
for PA-A to be feasible on PA-M.

• Open-source compiler and OS implementation. We implement eMPAC
as LLVM passes that enforce the fat pointer ABI across all pointer operations,
along with minimal changes to the FreeRTOS scheduler for per-task modifier
switching1.

• Evaluation on real hardware. We evaluate eMPAC on a PA-M-capable
Cortex-M85, demonstrating an average overhead of 10.81% on an HTTPS-
capable Mongoose web server.

2 Background and related work

In this section, we provide additional details on the PA-M and PA-A implemen-
tations, including essential concepts of MCU OS such as tasks and queues, as
well as on previous work that motivated eMPAC.

2.1 Real-time Operating Systems

A real-time operating system (RTOS) is an operating system designed to sched-
ule and execute tasks under timing constraints. For eMPAC’s implementation,
we used FreeRTOS [15], although our design is not OS-specific. To aid under-
standing, we briefly discuss tasks, the units of work in MCU OSes such as FreeR-
TOS. FreeRTOS uses tasks for the main application, timers, networking, and
other functions. Although tasks typically perform distinct functions, they often
share global variables and a non-isolated heap. During a context switch, the
scheduler saves the current task’s register and stack state and restores those
of the next task, enabling preemptive multitasking in a shared address space.
Tasks also communicate through queues to handle asynchronous events such as
network packets or user inputs.

1 https://github.com/sslab-skku/eMPAC

https://github.com/sslab-skku/eMPAC
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2.2 Software Security and Isolation in MCUs

Control-flow integrity in MCUs. Achieving control-flow integrity (CFI)
on MCUs remains challenging because of tight memory budgets, the lack of an
MMU, and limited hardware support. Register-based designs such as µrai [1]
protect return addresses with dedicated registers, while SHERLOC [38] and
InsectACIDE [40] use hardware tracing support to detect violations. Compiler-
based schemes such as Silhouette [44] and Kage [13] maintain protected shadow
stacks, and attestation-based systems such as OAT [37] delegate verification to
a trusted component. CFI via pointer integrity faces similar constraints. ParC-
SPI [39] targets embedded systems but requires PA-A, so it does not apply to
M-profile processors. EPI [46] embeds metadata in unused pointer bits for spatial
and temporal safety, but requires custom hardware support. eMPAC shows that
PA, widely used for CFI in desktop and mobile devices, can also be leveraged for
the same purposes on MCUs by retrofitting PA-M to be compatible with PA-A.

Domain isolation in MCUs. Isolation has been explored as another line of
defense. TrustZone-based systems like SeCloak [24] and TZ-DataShield [23] sepa-
rate secure and non-secure worlds; micro-TEE designs such as TrustLite [22] and
TyTAN [9] provide lightweight compartments without virtual memory. MPU-
driven frameworks (Minion, ACES, EC) [20,11,19] partition firmware but are
constrained by coarse-grained regions and limited MPU slots. Prior works [12,30]
have shown that a form of domain isolation can be achieved with mutually dis-
joint assignment of PA keys or modifiers when a comprehensive pointer integrity
scheme is in effect. Likewise with CFI, eMPAC demonstrates feasibility of do-
main isolation specialized for MCUs, namely the MCU task isolation through its
fat-pointer-based architecture.

2.3 ARM Pointer authentication

We now detail the PA-A and PA-M mechanisms and emphasize their key differ-
ences.

Pointer Authentication in ARMv8.3-A (PA-A). PA-A introduces the
PACXX and AUTXX instruction families, which sign and authenticate pointers using
cryptographic message authentication codes bound to an execution context. A
PACXX instruction computes a PAC over the pointer in Regptr and the modifier
in Regmod under a hardware-resident key, and embeds the resulting tag in the
pointer’s unused upper bits so that the PAC travels with the pointer through
memory. A matching AUTXX instruction verifies and strips the PAC, raising an
exception if the tag does not match. Notably, PA-A exposes five independent
keys, enabling cryptographic separation of PA key contexts across code pointers,
return addresses, and data pointers. As an example, PACIA (Regptr, Regmod) signs
the pointer in Regptr by attaching a PAC using key register IA and a modifier
in Regmod.

Pointer Authentication in ARMv8.1-M (PA-M). PA-M adapts PA-
A to 32-bit MCU systems [4], but introduces two design simplifications that
render existing PA-based security schemes infeasible. First, the PAC no longer
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Table 1: Feasibility of PA-based security schemes on ARM architecture variants.
PTR

Width
PAC
Pos.

Full-cov. PTR Integrity III.
Domain
Isolation

Ret.
Addr I. Code II. Data

ARMv8.3-A 64-bit In-Ptr ✓ ✓ [27,12] ✓ [27,12] ✓ [12,30]
ARMv8.1-M 32-bit In-Reg ✓ ✗ ✗ ✗

ARMv8.1-eMPAC 64-bit Fat Ptr ✓ ✓* ✓* ✓*

∗Enabled through eMPAC

travels with the pointer it protects: PA-M computes a standalone 32-bit PAC
over Regptr and Regmod and deposits it in a separate register Regpac, making
safe PAC storage and pointer-tag pairing a software responsibility. Second, PA-M
exposes only one active key register per privilege mode, and because MCU sys-
tems typically lack user-kernel privilege separation [29], a single key is effectively
shared system-wide. Accordingly, PA-M only provides two PA instruction types:
PAC/AUT and PACG/AUTG. PAC specializes in backward-edge CFI and is hardwired
to sign the LR register using SP as the modifier, writing the resulting PAC to R12.
PACG (Regpac, Regptr, Regmod) is the general-purpose form where the Regpac is
decided by the first argument of the instruction, computing a 32-bit PAC over
Regptr and Regmod under the active key and storing the result in Regpac.

2.4 PA-based security schemes

The PA-A-based schemes shown below are well-established defenses built on PA-
A primitives. Yet they are infeasible on MCU systems: detached PACs sever the
pointer–authenticator coupling, and no prior design reconciles this shift in PA-M.
Moreover, these schemes rely heavily on PA context separation realized through
multiple PA keys. Under PA-M’s single-key regime, their security arguments
must be reconstructed from scratch. eMPAC therefore retrofits PA-M to enable
these schemes on ARM-based MCU architectures.

Code pointer integrity. PA has been extensively adopted in CFI schemes
to improve security while suppressing runtime overhead. In addition to the
backward-edge CFI available in compilers, PA-based code pointer integrity (i.e.,
forward-edge CFI) has also been explored. The code pointers are signed with
diversified modifiers constructed based on the pointer’s object type and object
address to enforce a fine-grained forward-edge CFI [3]. PARTS [27] proposed
PA-based signing of all code pointers, thereby fully extending the forward-edge
CFI coverage.

Data pointer integrity. Existing works have demonstrated full-coverage
pointer integrity [27,12] that encompasses not only code pointers, but also data
pointers. Notably, PARTS [27] sought to diversify PA contexts by fully utilizing
the PA key registers and a meticulously designed modifier scheme. For instance,
one of the PA key registers IA is used to sign code pointers, while DA and IB
are used for data pointers and return addresses, respectively. PARTS also uses
the hash values of the pointer types as modifiers. We use the term full-coverage
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pointer integrity to refer to a scheme that enables both code pointer (forward-
edge CFI) and data pointer integrity.

Domain isolation. Another branch of work has shown that a sensitive soft-
ware component or modules (i.e., domains) can be isolated with PA. HAKC [30]
protects both control-flow and data pointers across kernel modules, ensuring that
even dynamically loaded code (e.g., device drivers) cannot forge or misuse au-
thenticated pointers. It introduces a hardware-enforced authentication context
so that PACs generated in one module cannot be reused in another. Capacity [12]
introduced a PA-based domain isolation scheme. With full-coverage pointer au-
thentication as its basis, Capacity devised a PA key switching mechanism that
assigns each domain a unique key, with which the domain’s sensitive pointers
and file descriptors are signed.

2.5 Threat model

We assume a powerful remote software adversary targeting a networked MCU
system, who may exploit memory-safety vulnerabilities in either the application
or the MCU OS to obtain arbitrary read/write access within the MCU’s phys-
ical address space. As pre-existing runtime mitigations, we assume W⊕X and
Branch Target Identification (BTI). Accordingly, the adversary cannot modify
code regions or jump into the middle of functions, and must therefore rely on
code-reuse attacks to carry out exploitation. W⊕X enforcement is widely sup-
ported on modern MCU systems [45], and BTI was introduced to ARM M-profile
architectures alongside PA as Pointer Authentication and Branch Target Identi-
fication (PACBTI) [4]. We assume a trusted boot process and exclude hardware-
level attacks such as Rowhammer [21] and microarchitectural side channels on
PA [35], as well as attacks on the PA crypto algorithm (e.g., QARMA [8]) itself.

3 Design

eMPAC is a compiler-driven architectural extension that turns PA-M into a
practical, system-wide pointer-integrity mechanism for MCU-class systems that
is compatible with PA-A. In doing so, eMPAC enables on MCUs the PA-A-
based defenses shown in Table 1—full-coverage pointer integrity, including both
code-pointer and data-pointer, and PA-based domain isolation. To achieve this,
eMPAC’s design addresses the following challenges:

Authenticated fat pointer design exploration for MCUs. eMPAC
adopts a fat-pointer representation that co-locates each pointer with its PAC,
uniformly protecting pointers in globals, stack, heap, and shared objects. The
pointer width is extended to 64 bits—a 32-bit pointer scalar paired with its
PAC—so that the PAC persists across copies, spills, and context switches. Re-
alizing this end-to-end for full-coverage pointer authentication requires coordi-
nated changes across the compiler, linker, and RTOS scheduler, detailed in this
section and implemented in §4. An alternative is to store each PAC in a sepa-
rate metadata table [25], but the tight resource budgets of MCU targets make
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FatPtr{PTR, PAC}

Modifier.TaskID Modifier.TypeID
Pointer

31

Pointer Authentication Code (PAC)

15

Regmod
Regptr

Regpac

0

PACG (Regpac, Regptr, Regmod)

Memory…

Fig. 1: eMPAC fat pointer generation

such disjoint schemes impractical. Our evaluation platform, for instance, runs
at 480MHz with only 1 MB of SRAM. Therefore, shadow memory or hash-table
lookups add an indirection on every pointer access while consuming scarce SRAM
for per-pointer bookkeeping.

Challenges of single-key PA on PA-M. PA-M exposes only a single PA
key to the executing context, unlike PA-A’s five keys, which prior work uses
to separate code from data pointers or kernel from user authentication [27,12].
Because MCU OSes run in a single address space with a shared global seg-
ment (§2.1), per-task key switching is unavailable and all tasks authenticate
under the same key. Consequently, the modifier becomes eMPAC’s sole mecha-
nism for fine-grained PA context diversification under a single key. To this end,
eMPAC constructs a compound modifier whose two halves play distinct security
roles: a secret, per-task taskID held strictly in a reserved register and switched
by an eMPAC-modified scheduler. typeID, on the other hand, augments the
diversity of the PA modifier using a fine-grained object type signature collected
from the compiler frontend.

Enabling existing PA-Based Security on MCUs. Building on these
primitives, eMPAC brings the security guarantees of PA-A-based defenses to
PA-M through two coordinated mechanisms. First, a full-coverage authenti-
cated fat pointer scheme (§3.1) protects both code (I) and data (II) pointers
at every load and store, with a fine-grained compound modifier that provides
cryptographic diversity under PA-M’s single shared key. Second, task isolation
(§3.3)—our MCU-specific adaptation of domain isolation—binds each PAC to
its creating task, enabling safe sharing among mutually distrusting tasks (III).

3.1 Full-coverage authenticated fat pointers

Figure 1 captures the layout of the fat pointer and its generation procedure that
occurs during pointer store into memory. The eMPAC compiler redefines the
target architecture to treat the pointer types as 64-bit primitive data types. This
transformation is applied consistently across globals, stack, and heap-allocated
objects. This way, we can expect all pointer allocations and object definitions
(e.g., pointers inside structures) to always allocate a 64-bit space for pointers.
Then, eMPAC can enforce on-store/on-load pointer signing [12,27,30,16,25] and
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1 ;Regmod = typeID("Socket_t*")
2 movw r10, #38121
3 ;Regmod |= Regtask
4 orr.w r10, r10, r9
5 ;generate PAC into Regpac
6 pacg r11, r0, r10
7 ;store [PTR, PAC]
8 strd r0, r11, [r1, #164]

(a) Data pointer sign and store

1 ;load [PTR,PAC]
2 ldrd r3, r11, [r0, #164]
3 ;Regmod = typeID("fn_ptr_t")
4 movw r10, #48673
5 ;Regmod |= Regtask
6 orr.w r10, r10, r9
7 autg r11, r3, r10
8 ;Authenticated call
9 blx r3

(b) Code pointer load and authenticate

Listing 1.1: Fat pointer load and store procedure.

authentication by instrumenting all pointer load/store instructions. That is, a
pointer is always packed into a fat pointer along with its PAC value before
entering memory, and it is authenticated as it is fetched into a register.

Modifier scheme overview. eMPAC’s fat pointer scheme uses two 16-bit
fields as components of the modifier to compartmentalize memory accesses by
pointer type and task. The typeID is a hashed representation of the pointer’s
language-level type (e.g., struct hashtable*), which is collected in the frontend
of eMPAC compiler. The taskID is a secret per-task value kept strictly in the
reserved register Regtask under a register-only principle, and is switched by the
eMPAC-modified scheduler on every task switch. Regtask and Regmod are re-
served registers intended to keep the taskID and the final compound modifier
register-only throughout their lifetime. We discuss the security model of this
modifier scheme separately in §3.2.

Fat pointer load and store procedures. This fat pointer scheme applies
to both code and data pointers to achieve I and II from Table 1. Listing 1.1
illustrates the fat pointer load and store procedures that implement the scheme.
Listing 1.1a captures the case of a store sequence involving a data pointer of
type Socket_t*. Regmod is loaded with the typeID of the data type, which is
materialized as #38121 at compile time (Line 2). Then, Regmod is combined with
the taskID of the current task to form the final modifier for the authentication
(Line 4). The pacg instruction (Line 6) generates a PAC into Regpac. Finally,
the paired memory store instruction strd efficiently stores the pointer (r0) and
the PAC value (r11) into a fat pointer (Line 8).

Listing 1.1b shows the load and authentication procedure for a code pointer.
The pointer (r3) and its PAC value (r11) are loaded into separate registers using a
paired load instruction (Line 2). A nearly identical modifier generation sequence
follows, this time for a function pointer type (Line 4–5). The autg instruction
authenticates the PAC value by internally regenerating the PAC for comparison
and raises an exception upon mismatch (Line 6). Lastly, it should be noted
that the indirect branch (Line 9) is executed only if the pointer has successfully
cleared the authentication process. This means that forward-edge CFI, or pointer
integrity and pointer type safety, has been enforced on the branch.
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3.2 Modifier security model

PA-M exposes only a single PA key, so in eMPAC the modifier is the sole mech-
anism for diversifying PA contexts. eMPAC achieves both diversification and
confidentiality of the modifier through its composite modifier scheme that incor-
porates two constituents with distinct security postures: a secret, per-task taskID
that ensures modifier confidentiality, and a fine-grained typeID that diversifies
the context.

Ensuring confidentiality of taskIDs. eMPAC generates and maintains
the per-task taskID as the confidential component of the modifier and protects
it end-to-end across its life cycle—from generation, through in-register use, to
scheduler-mediated save and restore. By doing so, the modifier’s confidential-
ity is maintained even when the typeIDs are compromised to the attacker who
launches powerful code-reuse attacks to collect typeIDs from the immediates val-
ues encoded in eMPAC’s pointer signing/authentication instruction sequences.
This design allows eMPAC to bind execution context to the PA context that
provides modifier security comparable to PA-key switching proposed by Capac-
ity [12] under PA-M’s single key constraint.

Each taskID is a 16-bit random value generated at task creation and con-
fined to the reserved register Regtask: Regtask is removed from the compiler’s
general allocation pool to prevent spills during high register pressure. Hence,
the value remains register-only throughout normal execution. eMPAC makes an-
other change to the scheduler to complete the life-cycle protection of the taskIDs;
eMPAC XOR-encrypts Regtask with a boot-time random 32-bit key held in an-
other reserved register Regkey before writing the task control block, and decrypts
on restore. Finally, eMPAC keeps the composed modifier (taskID | typeID) res-
ident in the reserved Regmod register, closing the last gap in taskID’s life-cycle
protection. Together with the encrypted save/restore path, this guarantees that
the secret taskID component never appears in adversary-readable memory at
any point during its lifetime.

Fine-grained PA context diversification with typeIDs. In our modifier
security model, typeIDs are combined with taskIDs for finer-grained diversifica-
tion. eMPAC diversifies PA contexts within each task by assigning a distinct 16-
bit salted hash to each source-level pointer type (§4.1), so that distinct pointer
types receive distinct typeIDs. Each typeID is materialized as an immediate
operand to a movw instruction preceding the corresponding PACG/AUTG sequence
and moved into Regmod only for the duration of that operation.

3.3 Supporting task isolation

Figure 2 illustrates an overview of eMPAC’s task isolation built on top of its
modifier scheme. eMPAC isolates the PA contexts for MCU tasks with the
aforementioned taskIDs, thereby achieving III from Table 1 with each task as
a compartment. Task isolation also requires allowing controlled sharing among
global variables and tasks. To this end, we systematically define three types of
possible load and store operations and implement sharing as follows:
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Single Address Space
Task1 Task2 Task32

AUTG(TaskID=G, TypeID=0x3250)

Global load

1
PACG(TaskID=T2, TypeID=0xF078)

3
AUTG(TaskID=T1T2, TypeID=0x0127

Intra-Task
 store

Cross-task 
load

Fig. 2: Modifier diversification and task isolation model

Intra-task loads and stores. Intra-task load/stores (as illustrated by 1 in
Figure 2) are the dominant case of loads and stores that do not involve any shar-
ing. These instructions do not require further consideration, and the pointer’s
typeID and the current taskID in Regtask can be used.

Allowing global variable access. Use of system-wide global variables
across tasks is a common practice in single-address-space MCU OSes ( 2 ). To al-
low global variable access, eMPAC’s modifier scheme assigns a dedicated taskID,
called G. During compilation, the eMPAC compiler will identify and instrument
loads and stores to .data or .bss sections to use the value G as the top bits value
of the modifier instead of the current taskID in Regtask.

Inter-task communication support. eMPAC also must support cross-
task data sharing that occurs through cross-task loads and stores ( 3 ). We ad-
dress this challenge by creating a dedicated taskID for the data shared by two
or more tasks via inter-task communications such as queues. For instance, we
can derive a value, T1T2, for shared data between Task 1 and Task 2. Then,
the load and store instructions to shared data space are instrumented similarly
to the global data access; the instructions use T1T2 encoded as an immediate
operand and are loaded directly to Regmod, instead of using the current taskID
in Regtask. To this end, we provide developers with source-level annotations to
mark data structures to be shared between two tasks. The eMPAC compiler will
recognize the loads and stores to such data and instrument them accordingly.
Specifically, when developers annotate pointer variables of a given type, the
eMPAC compiler tracks the def–use chain of these pointers and instruments all
loads and stores that dereference them. This annotation-based design is practical
for embedded RTOS software, as mentioned in §2.1, where tasks are commonly
structured as distinct functional components and inter-task sharing is typically
limited to explicit communication objects. Pointer variables that share the same
annotation ID (e.g., __attribute__(annotation("SHR_T1T2"))) are mapped to a
common sharing domain, so their accesses are tagged with the same taskID.
We found that such annotations were sufficient for supporting sharing, since
cross-task interactions are infrequent and occur only in specific contexts.

Security Implications of Shared Domains. Pointers of 2 and 3 are de-
liberate design provisions that enable global data and inter-task communication;
capabilities that strict per-task isolation alone cannot support. They extend the
model with a controlled sharing mechanism: such pointers are bound to dedi-
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cated sharing domains, providing well-defined cross-task access while preserving
the full isolation of private memory. A pointer signed with G or T1T2 will not
authenticate under a task-local modifier, so cross-domain misuse is structurally
prevented. eMPAC therefore treats 2 and 3 as explicit sharing boundaries,
scoped narrowly by design to keep the attack surface minimal.

4 Implementation

We implemented eMPAC mainly as two cooperating LLVM passes: a high-level
intermediate representation (IR) pass, and a low-level machine IR (MIR) pass.
The IR pass conceptually redefines pointers into eMPAC fat pointers. Also, it
identifies pointer loads and stores, attaches metadata needed for later instrumen-
tation, and then propagates it to the MIR pass. The MIR pass is in charge of
performing actual instrumentation on each load and store instruction to enforce
eMPAC’s PA-based fat pointer authentication scheme. Our implementation is
based on the toolchain for our target board (Renesas EK-RA8D1 [36]) that is a
modified version of LLVM 18.1.0 [7].

4.1 Fine-grained typeID generation in Clang frontend

eMPAC’s frontend component is responsible for computing fine-grained typeID
from source-level type information. PARTS [27] relied on LLVM’s typed-pointer
model to recover pointee types. However, PARTS’ approach is no longer feasible
because LLVM has moved on to the opaque-pointer model [34] since LLVM
17 [7] and ARMv8.1-M toolchains require a minimum LLVM version of 17. For
this reason, we made a design decision to perform typeID calculation in the
frontend. eMPAC computes typeIDs by resolving source-level pointee object
types to their canonical form and hashing them with per-compilation salt during
IR generation. These typeID metadata entries are then attached directly onto the
emitted IR instructions and global variable declarations, making them available
to the downstream instrumentation pass.

4.2 LLVM IR Pass

The IR pass operates at a level where rich type, sharing, and pointer semantics
information is still available, before instruction selection discards it. It exploits
this visibility to classify every pointer operation and attach metadata that the
subsequent MIR pass consumes to emit correct instrumentation.

IR-Level pointer redefinition. Pointer semantics redefinition is achieved
by defining a new named struct type, %FatPtr, whose contents are described
as {ptr, i32} at the IR level. The pass identifies all pointers residing in ag-
gregate types (e.g., structs, arrays) in order to redefine the pointer types with
eMPAC’s fat pointer type. The redefinition is performed comprehensively to
handle all sources of pointer allocation, including global variables, alloca sites
(i.e., stack variables), and malloc and its variants. Notably, eMPAC adjusts the
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size argument to malloc calls according to the identified number of pointers in-
cluded in the aggregate type, to compensate for the increase in the type’s size
due to fat pointers. eMPAC’s IR pass also handles nested aggregate types re-
cursively. Pointers in global variables that are directly loaded from the .data
segment lack PACs and therefore must be handled separately, as discussed in
prior work [27,12]. eMPAC adopts a similar approach, in which PAC initializers
for global variables are synthesized by the compiler and executed before main().

Identifying and propagating instrumentation targets. The IR pass
attaches metadata to all pointer load and store instructions such that the later
MIR pass can instrument them accordingly. The pass traverses all functions in
the module, collecting pointer-typed load and store instructions and annotating
them with metadata keys such as !Ptr.load, !Ptr.store, and !Ptr.shared, where
shared is determined through an interprocedural pointer analysis [2] that tracks
whether a pointer value originates from or flows through globally-accessible
memory. Additionally, pointer variables annotated in source code with inter-
task communication type identifiers have their typeIDs propagated along the
use-def chain to all reachable load instructions, marking each with the domain
they belong to. The metadata, besides instructing the MIR pass to instrument
them, describes if the instruction is 1) an inter-task pointer load/store or 2) a
system-wide global variable access. In turn, the MIR pass can apply matching
taskID as described in §3.3.

4.3 LLVM MIR Pass

The MIR level is where the materialization into concrete architecture-specific
instructions occurs, and the MIR pass bridges the gap between semantic-rich IR
instructions and benign MIR load/store instructions. The primary objective of
the MIR pass is to employ the metadata emitted from the IR level pass to ap-
propriately assemble sequences of modifier-constructing and sign/authenticating
instructions.

Load/store instrumentation. First, the pass identifies load/store instruc-
tions and queries a helper that returns the corresponding IR instruction using
the debug location. Then, the available metadata is used to determine whether
the load/store instruction targets pointers that require instrumentation. Eligi-
ble instructions continue to be processed to construct a correct series of machine
instructions, which can be classified into three types. If they target task-local
pointers, they must be derived from the Regtask, and globals must have the global
ID G encoded in the instructions. Pointers shared between tasks are assigned a
domain ID T1T2 for each domain and must be encoded as well. G and T1T2 are
randomly generated at this stage. For all three cases, the typeID component of
the modifier can be derived from the typeID metadata from the IR pass, and
encoded in the machine instruction.
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Fig. 3: BEEBS benchmark suite performance normalized to baseline.

5 Evaluation

We evaluated eMPAC with FreeRTOS V10.6.1 [15] running on a Renesas EK-
RA8D1 [36] with a PA-M-capable 480 MHz Cortex-M85, 2 MB Code Flash, and
1 MB SRAM. The evaluation covers performance on a general benchmark suite,
BEEBS [33] (§5.1), performance on a real-world web server application (§5.2),
and code and memory footprint (§5.3).

5.1 Benchmark suite measurements

We used the BEEBS benchmark suite to evaluate the general performance profile
of eMPAC, as BEEBS has been widely used to assess embedded system perfor-
mance in prior works [38,18,44,39]. Figure 3 shows the measured performance
results from 1,000 repetitions, normalized to the baseline system (without instru-
mentation). The average overhead across 61 benchmarks in the suite was 20.62%.
The observed overhead characteristics are as expected; compute-heavy cases such
as cubic (1.54%) and frac (3.74%) show almost negligible slowdowns. On the
other hand, the highest overhead was observed in memory-access-intensive work-
loads, such as sglib-hashtable (85.70%) and sglib-rbtree (56.12%). Through
manual analysis, we identified that the overhead arises from loops with only a
small number of instructions and a high concentration of pointer load/stores.
Overall, the average overhead was on a level comparable to prior work that
leveraged PA-A [27,12,30].

5.2 Real-world application benchmark

To understand the real-world performance of eMPAC, we conducted an ex-
periment using Mongoose [31], a full-fledged HTTPS web server, as shown in
Figure 4. The board manufacturer provides the Ethernet peripheral drivers, the
TCP/IP stack is provided by FreeRTOS, and our entire firmware and OS run
on 6 tasks created by the OS, which are switched frequently during execution.
The application tests various aspects of eMPAC’s performance impact on the
system: establishing a TCP connection, performing a TLS handshake, parsing
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Fig. 4: Web server benchmark results

HTTP requests, and performing kernel-side operations, including packet trans-
mission. Hence, the application should experience very frequent fat pointer au-
thentication across the application and the kernel.

Performance overhead. We measured the requests processed per second
for baseline (unmodified software) and the eMPAC version of the web server
and FreeRTOS. Each request was made individually; each request establishes a
connection, negotiates TLS, receives the data, and then disconnects. This way,
the overhead from eMPAC is more clearly shown in the results. We measured
requests per second for both baseline and eMPAC, averaging over 100 accesses.
The average overhead across all data sizes was approximately 10.81%. The over-
head increases by up to 13.04% as the serving data size grows. The observed
overhead is as expected and consistent with a similar web server experiment
conducted on the A-series ARM processors. Although a direct comparison is in-
feasible, Capacity [12] reported an average of approximately 17% across the {128,
256, 512, 1024, 2048} data size interval, suggesting that this level of overhead is
expected even with the more powerful A-series processors.

5.3 Code and Memory Footprint

We measured code and global footprints from binary section sizes (.text and
.data+.bss) and from stack/heap usage measured at runtime.

BEEBS benchmark suite. Table 2 shows that average code size (.text)
increases by 102.1% (9.04 KB → 18.27 KB) due to load/store instrumentation.
The widened pointer size from 32-bit to 64-bit affects data sections as well as
runtime memory usage; .data+.bss showed a 40.89% increase (2.03 KB → 2.86
KB). Also, runtime memory usage increased by 13.46% on average (0.52 KB →
0.59 KB). Note that we measured the highest observed stack memory usage for
BEEBS because it does not use dynamic memory.

Mongoose web server. For the Mongoose web server as shown in Table 2,
code size increases by 75.1% (869 → 1,522 KB), while global memory and heap
remain nearly unchanged (518 → 521 KB, 0.06%; 107 → 108 KB, 0.9%). Com-
pared to BEEBS, this indicates stronger amortization in a larger real-world soft-
ware stack, where instrumentation costs contribute less outside .text. Overall,
despite noticeable code growth, the full firmware still fits within the platform’s
limits, staying within the 2 MB flash and 1 MB SRAM budgets.
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Table 2: Section-wise memory footprint. All sizes are in KB.
Binary Code (.text) Global (.data + .bss) Runtime Mem.

Base. Inst. Incr (%) Base. Inst. Incr (%) Base. Inst. Incr (%)

BEEBS (Avg.) 9.04 18.27 102.1 2.03 2.86 40.89 0.52 0.59 13.46

Web server 869 1522 75.1 518 521 0.06 107 108 0.9

6 Discussion

In this section, we discuss the security of eMPAC’s design, its current limita-
tions, and future work.

6.1 Security analysis

Here, we provide a point-by-point security analysis of potential attacks that the
adversary may launch. More specifically, eMPAC’s security model must uphold
the same level of security achieved by previous works implemented using PA-A.

PA key leak or modification. The adversary may attempt to leak or mod-
ify the singular PA key register, the source of all entropy in PA-M. In fact, the
lack of user-kernel privilege separation [29] in MCUs makes this attack vector
highly plausible and dangerous. Specifically, the adversary may launch code-
reuse attacks to abuse the PA key management instructions msr and mrs. How-
ever, eMPAC’s implementation specifically mitigates such attacks by erasing
these instructions from memory after key register initialization during the boot
sequence.

Pointer reuse. An adversary with arbitrary memory read capability may
capture a valid signed fat pointer from memory and attempt to reuse it else-
where. The possibility of such a replay attack is an inherent attack vector in
cryptographic pointer protection in PA, and is to be mitigated through context
diversification as discussed in previous works [27,12]. eMPAC heavily constrains
such replay through its modifier security model despite the limitations of PA-M.
For instance, in our webserver case study, the program spans 6 RTOS tasks and
454 distinct pointer types, yielding 2,724 possible task–type contexts. A stolen
pointer is therefore valid in only one of these contexts, leaving the adversary a
narrow, context-specific window for reuse.

Pointer forgery. An adversary may attempt to forge a fat pointer to an
arbitrary address by invoking a pacg gadget with attacker-chosen modifiers har-
vested from instruction encodings and spilled register contents. eMPAC blocks
this path on two fronts. First, reserving Regmod and Regtask sharply contracts the
usable gadget space: instructions that write these registers appear only within
signing/authentication sequences (Regmod) and scheduler code (Regtask), and
the surrounding code offers little expressiveness for an attacker to repurpose.
Second, taskID isolation prevents forgery from crossing task boundaries in ei-
ther direction. Producing a pointer that authenticates in a victim task requires
that task’s Regtask, which is installed exclusively by the scheduler on context
switch and is never exposed to attacker-reachable code; conversely, a pointer
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forged under one task’s Regtask fails authentication the moment it is derefer-
enced from another task. A forgery is therefore confined to the task in which it
was mounted, and eMPAC realizes the domain isolation property for PA first
articulated by Capacity [12]. Moreover, BTI further narrows the code-reuse sur-
face by forbidding entry into any instruction other than a function’s designated
entry point.

Nevertheless, prior work discussed the possibility of function-granular code
reuse to achieve pointer forgery [42]. That is, there may exist a function in the
program that naturally produces a pointer signed with the adversary-desired
modifier into an adversary-controlled region. However, as discussed in that work,
such functions are rare. Additionally, the authors provide a static validator that
can identify such gadgets. We leave incorporating the tool as a validator for
eMPAC-produced binaries to future work.

Brute-forcing PACs. Finally, PA is fundamentally an entropy-based de-
fense, and hence an adversary may be able to brute-force a pointer authentica-
tion. In rare circumstances, the adversary may be able to brute-force without
crashing the entire system. For example, a crash resulting from an unsuccessful
pointer authentication may affect only a single thread without causing side ef-
fects. While these attacks are a fundamental limitation of PA in general, eMPAC
uses 32-bit PACs, which provide greater entropy than PA-A’s PAC sizes of 11,
15, or 24 bits.

Exceptional cases: hardware-defined pointers. A limited number of
hardware-defined structures, notably the interrupt vector table and DMA pe-
ripheral instance descriptors, cannot be migrated to the fat-pointer representa-
tion because they are consumed by hardware and therefore require a fixed binary
layout. The vector table resides in read-only flash by default, so exempting it
from instrumentation poses no risk. For DMA descriptors, we manually modified
the kernel code to store their PAC values in a separate PAC table.

6.2 Handling of Type-casting and Arithmetic of Pointers

It is imperative to maintain correctness of eMPAC even in cases of type or
value alteration of pointers. Type-casting authenticates the pointer with previous
typeID and resigns with the new typeID, similar to how PARTS [27] handles
pointer conversion. Pointer arithmetic such as ptr++ translates to storing a new
value to the pointer in LLVM IR, which eMPAC’s LLVM IR pass instruments
to resign the old pointer with the new value after authenticating with the old
value.

6.3 Limitation and future work

The following are the current limitations and future work that we plan to ex-
plore. First, eMPAC does not currently provide real-time guarantees. Although
our implementation targets FreeRTOS, a widely used real-time operating sys-
tem, we have not validated whether the instrumentation overhead satisfies hard
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real-time deadline requirements. Our choice of RTOS was driven by the lim-
ited OS support available for the recently released Cortex-M85 board, rather
than a specific intention to target real-time systems. We consider further op-
timizing eMPAC for real-time workloads as a worthwhile direction for future
work. Second, eMPAC requires whole-program instrumentation, so uninstru-
mented binary-only libraries or drivers will not correctly handle fat pointers. In
practice, MCU firmware is typically compiled from source with a board-specific
toolchain, making it reasonable to compile all components with the eMPAC
compiler.

7 Conclusion

We presented eMPAC, a compiler and ABI extension to ARMv8.1-M’s pointer
authentication that enables full-coverage pointer authentication and task isola-
tion in MCU systems. eMPAC retrofits the limited PA-M primitives through
a fat pointer design and modifier-based diversification, achieving fine-grained
pointer integrity and task-level domain isolation. Our evaluation showed that
eMPAC enables such security schemes with moderate overhead.
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